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Quantum computers and cryptography

* The security of cryptography relies on by
modern computers

« Examples: RSA and integer factorization; ECC and the discrete logarithm problem

« Quantum computers would give a over classical

computers:
« Shor’s algorithms solve in polynomial time:

» Integer factorization (on which RSA is based)

* The discrete-logarithm problem on elliptic curves (on which ECDSA and ECDH are based)
» Grover’s algorithm speeds up brute-force search

« 264 quantum operations to break AES-128

» Actually, there’s no global consensus on the real threat to AES by this algorithm [15]
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IBM roadmap for quantum computing

2019 @ 2020 @ 2021 @ 2022 @ 2023 2024 2025 2026+

Run quantum circuits Demonstrate and Run quantum Bring dynamic circuits to Enhancing applications Improve accuracy of Scale quantum applica- Increase accuracy and

on the IBM cloud prototype quantum programs 100x faster Qiskit Runtime to unlock with elastic computing Qiskit Runtime with tions with circuit knitting speed of quantum
algorithms and with Qiskit Runtime more computations and parallelization of scalable error mitigation toolbox controlling workflows with integration
applications Qiskit Runtime Qiskit Runtime of error correction into

Qiskit Runtime

Model Prototype quantum software applications @ —> Quantum software applications
Developers

Machine learning | Natural science | Optimization

Algorithm Quantum algorithm and application modules . Quantum Serverless @
Developers
MaChine learning [ Natural SCience I optimization _
Kernel
Developers
Dynamic circuits Threaded primitives @ Error suppression and mitigation Error correction
System Falcon Hummingbird Eagle Osprey Condor Q Flamingo Kookaburra Scaling to )
Modularity 27 qubits 65 qubits 127 qubits 433 qubits 1,121 qubits 1,386+ qubits 4,158+ qubits 10K-100K qubits

with classical
and quantum
communication

Heron @ Crossbill
133 qubits x p 408 qubits

Source: The IBM Quantum Development Roadmap, https://www.ibm.com/guantum/roadmap, May 17", 2023.



https://www.ibm.com/quantum/roadmap

IBM roadmap for quantum computing
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Impact of large quantum computers

* Public key cryptography would be broken Vulnerable NIST standards

° R /
« ECDSAT{antElliptic Curve Cryptography) * FIPS 186 - Digital Signature

- DSA (and Finite bCryptography) Standard
e * Digital Signatures: RSA, DSA,
* DJHIE g€
ellman key excha ECDSA

_ « SP 800-56A/B - Recommendation

« Symmetric key-based cryptography for Pair-Wise Key Establishment
would be affected, but not broken Schemes

 Discrete Logs: DH, MQV

 Factorization based: RSA key
transport

« Keys size may have to be doubled

Ky 7
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Post-Quantum Cryptography (PQC) I

* Also known as “quantum-safe” or “quantum-resistant”

» Cryptosystems which , and are
considered to be
 Lattice-based (e.g. Kyber, Dilithium)
e Code-based (e.g. McEliece, HQC)
« Hash-based (e.g. SPHINCS+, LMS, XMSS)

e Others

* Multivariate
» Isogeny-based
- Etc....
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NIST PQC project

Started in 2012 to monitor progress in post-quantum cryptography

On February 2016, NIST announced its plan to find and standardize quantum-
resistant public-key algorithms

A as it was for AES and SHA3

« To ensure transparency of the process and legitimacy of the outcome
« The goal is to achieve community consensus

On July 2022 NIST announced the winners

* Plus some “extra” algorithms needing further evaluations

Standards draft expected by 2023 and final versions by 2024
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Winners and 4" round candidates to NIST PQC

Key Encapsulation (KEM) Digital Signature

B i SPHINCS+

Key Encapsulation (KEM)

BIKE Classic McEliece S
(%)
SIKE Lattice-based

*) Heavily attacked after the 4t-round call

Elliptic-curve isogenies

Stateless Hash-based Signature

“‘NIST also [performed] a new Call for Proposals for public-key (quantum-resistant) digital signature
algorithms [...]. NIST is primarily looking to diversify its signature portfolio, so signature schemes that
are not based on structured lattices are of greatest interest. NIST would like submissions for signature
schemes that have short signatures and fast verification.” -2 Submission deadline: June 15, 2023
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PQC HW Acceleration
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Kyber and Dilithium

Among the NIST PQC Competition winners
» Respectively for Key Encapsulation and Digital Signature categories

Both are based on Lattices
* Heavily rely on polynomial arithmetic and SHA-3 hashing

Investigations on hardware components to accelerate the two algorithms have
been done

Several flavours to fit different scenarios and certifications requirements
* Design and develop solutions, both protected and unprotected against physical attacks

Studying countermeasures against side-channel attacks
* Recent paper written by colleagues in our team [16]

Ky 13
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Some considerations

« Dilithium uses larger resources (3-30x RAM, 4-20x runtime) for comparable
security, with respect to Kyber
* Moreover, timing of signature generation varies across executions, ¥ax to 6x in 99% of cases

* Protected implementations are more costly
« Both Kyber and Dilithium require a protected SHA-3
« Latency at least doubles with strong physical attacks protections
* RAM increases

 In general, Dilithium is harder to protect against side-channel attacks

* Would some actors prefer to wait for new digital signatures algorithms coming from NIST new
competition?

Lyy 14
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Stateful Hash-Based Signatures (HBS)
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Stateful Hash-Based Signatures

« Well known techniques based on cryptographic hash functions
« Are gaining interest because of their resistance against quantum attacks

 Signature generation involves the private key, which:

* Is asetof one-time signature (OTS) keys

« Using the same OTS key twice will break the scheme’s security

« This means we have a limited number of signatures per secret key
* must be written in a persistent RW storage location

» The state must change at every signature

« Storing it in RAM is dangerous because a hard reset will cancel the state and the same OTS key can be
used twice

 Signature verification needs public key only, therefore not having these limitations

Ky 16
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Standardization of Stateful HBS

« Stateful HBS is not part of the NIST PQC context
e Its from classical digital signature algorithms

* But there is significant interest in the standardization of such schemes
« Well understood underlying technology
» Already deployed in some systems (e.g. Git, Bitcoin and Ethereum peer-to-peer networks)

. , better known with respect to other PQC
schemes

* NIST established a sub-project for approving stateful HBS schemes.
Two schemes (developed through the IETF) are actively considered:

* LMS, specified in
« XMSS, specified in

’l 17
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https://datatracker.ietf.org/doc/draft-mcgrew-hash-sigs/
https://doi.org/10.17487/RFC8391

Stateful Hash-Based Signature
Verification on a Cortex®-M4
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Stateful HBS for MCU

. are widely used in scenarios where MCUs are involved
 MCU firmware upgrade
e Secure communication between loT devices

e Car-2-Car communication for traffic monitoring % E
k =

« Most used algorithms are RSA and ECC

« They will be broken by large quantum computers

* Not all MCUs provide Public Key Accelerators (PKA),
and SW implementations are slow

* There exist very important scenarios perfect for Stateful HBS signature verification

. e.g.,
 Itis possible to leverage on (wider usage than PKA)

Ky 19
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LMS/XMSS optimized implementations

 Starting from reference code (XMSS | LMS)

* Not exactly embedded devices “friendly”
* E.g.: XMSS relied on OpenSSL

 NUCLEO-F439ZI board (Cortex®-M4 CPU @180MH2z)
» Added support for Hash HW peripheral (not trivial for LMS)

» Code refactoring and optimizations
« To speed up the performance
« And reduce the code size, avoiding inclusion of unused component
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https://github.com/XMSS/xmss-reference
https://github.com/cisco/hash-sigs

LMS/XMSS: some results (Signature Verification) I

Slgnature Pubkey Original timings|HW hash & SW opt.|Speedup|Code size
ALGO 3 3
size size 10° cycles 10° cycles factor kB

1024 4624 1890 5.2x
LMS 1024 2512 60 3138 433 7.3x 5.3
1048576 2832 60 3239 444 7.3x
1024 2500 64 19 149 2942  6.5x
XMSS 5.6
1048576 2820 64 19 819 2983  6.6x
®  mbedTLs 69 279 : : 25.9
o
3 Cr@fo“fi’kf’(*) - 64 64 5 382 : : 17.7
o HWacc. (%) : 5249 - 1.7

(*) STM32 Cryptographic Library,

Ay, (**) STM32 Public Key Accelerator, STM32WB 01
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https://www.st.com/en/embedded-software/x-cube-cryptolib.html
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Conclusions




Conclusions

« PQC HW Acceleration
« Have solutions to anticipate what we’ll need during following years

« Hash-Based Signatures
« Performance/code size comparable to currently used algorithms
« Usable in pre-quantum scenarios, too
 HW hash significantly boosts performance
« Custom drivers give extra speed-up
* Ready solution - optimal choice for ultra low-power targets

« This work will have a significative impact on all targets currently equipped with
cryptographic modules/software
 Actively work with customers for a smooth transition to quantum resistant functionalities

Ky 29
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Thanks for the attention!
Any question?

matteo.bocchi@st.com
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